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Processor released inyear 2023 or later wlth minimum 6 core cpu and base frequency
2.5 GHz or higher

RAM: 8 GB DDR4 or higher s

Storage: SSD 512 GB or more

0S: Genuine Windows 11 or latest

Graphics:Integrated graphics 4 GB or more (if not build in branded, installation after

1 |Computer delivery)
Slotsand ports: ét least 4 USB ports, Audio in/out, M.2 slot Tower/mini tower
LAN:Ethernet controller with RJ45, Wifi (Inbuilt or integrate after delivery)
Monitor:Same brand LED monitor of display size 21" or higher, should have input for
HDMI and 1 VGA ports
USB Keyboard, Optical mouse and all standard accessories Minimum 1 Year Should be
provided at the time of delivery.
Processor: released in year 2024 or later with minimum 8 core cpu and base frequency

2 3.2 GHz or higher

RAM: 16 GB DDR4 or higher
Storage: SSD.512 GB or more
0S: Genuine Windows 11 or latest
Graphics:Integrated graphics 4 GB or more (if not build in branded, installation after

2 |Computer delivery)
Slotsand ports: at least 4 USB ports, Audio in/out, M.2 slot Tower/mini tower
LAN:Ethernet controller with RJ45, Wifi (Inbuilt or integrate after delivery)
Monitor:Same brand LED monitor of display size 21" or higher, should have input for
HDMI and 1 VGA ports
USB Keyboard, Optical mouse and all standard accessories Minimum 1 Year Should be
provided at the time of delivery.
Processor: Intel Core Ultra 5 or AMD Ryzen 5 (or newer) and base frequency 3.1 GHz or
higher

. |RAM:16 GB DDR4 or higher
3 |Laptop Storage: SSD 512 GB or more

0S: Genuine Wirldows 11 or latest

Display: 14-inch to 15.6-inch, Full HD (1920x1080), anti-glare

Battery Life:5+ hours (real-world)

Graphics:Integrated graphics 4 GB or more ports: USB-A, USB-C/Thunderbolt, HDMI

4 | Router /firewall

Multicore Processor , Storage: 8 GB eMMC

Interface/Ports: 6x1 BbE RJ-45 ports, 2x1 GbE SFP ports, 1x RJ-45 console port, 1x
USB 2.0 ports, LEDs for system status at a glance.

Cerification: ISO/CE

*Routing Information Protocol Versions 1 and 2 (RIPv1 and RIPv2)

* Generic Routing Encapsulation (GRE) with dynamic routing protocol (e.g OSPF)
«Standard 802.1d Spanning Tree Protocol

«Layer 2 Tunneling Protocol (L2TP)

*L2TP Version 3 (L2TPv3)

«Nétwork Address Translation (NAT)

*Border Gateway Protocol (BGP

*Open Shortest Path First (OSPF)

*[Pv4 and [Pv6 multicast

*Access Control Lists (ACLs)

*Dynamic Host Configuration Protocol (DHCP) server, relay, and cllent

*Dynamic DNS

*Virtual Route Forwarding (VRF) Lite

*DNS Proxy and DNS Spoofing
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Security Feature:
* Secure Sockets Layer (SSL) VPN for secure remote access

* Hardware-accelerated DES, 3DES, AES 128 AES 192, and AES 256
* Public-Key-Infrastructure (PKI) support

« IPsec tunnels

» Advanced application inspection and control

« Flexible packet matching

* Dynamic and static port security

« Control plane policing

* HTTPS, FTP, and Telnet Authentication Proxy

LLAN Switch

Ports: Minimum 24x Gigabit RJ45 ports + minimum 2x combo Gigabit SFP port
Advanced Defense Mechanisms: Detects and blocks deliberate network attacks using
Dynamic ARP Inspection (DAI), IP Source Guard, and Dynamic Host Configuration
Protocol (DHCP) snooping.

IP-MAC-Port Binding (IPMB): Utilizes combinations of these advanced defense
protocols to implement strict IPMB security.

DOS Attack Prevention::Maximizes network uptime by actively preventing Denial-of-
Service (DOS) attacks even while an attack is actively occurring.

Management Session Protection: Secures administrative sessions using Radius,

TACACS+, and local database authentication.
Secure Management Protocols:’ Lnsures sate remote management sessions by utilizing

encrypted protocols including SSL, SSH, and SNMPv3.

Advanced Port Security: Supports network security applications like IEEE 802.1X
port security to strictly limit access to designated segments of the network.
Web-Based Authentication: Provides a unified, consistent interface to authenticate all
types of host devices and operating systems.

Clientless Deployment: Eliminates the complexity of deploying individual IEEE
802.1X clients on every single endpoint through its web-based authentication system.
Ports: Minimum 24 ports

Switching Capacity: 54 Gbps

Management: SSH, HTTPS, SNMP

Installation and configuration: The Contractor need to perform all necessary tasks
including but not limi.ted to Installation, configuration and support up to warranty

Client Printer
A3 size

nerinds
Type: Monochrome Laser Printer

Resolution: 600x600 DPI or better

Print Speed: More than 10ppm (A3)

Paper Size: A8, A4, LGL, Executive, Envelope

Paper Input: 200 sheets or more

Paper Output: 100 sheets or more

Interface: USB 2.0 or better. LAN

Power Requirement: 220-240V (+/-10%), 50/60Hz (+/-2Hz)

Client Printer
A4 size

Resolution: 600x600 DPI or better

Print Speed: More than 20ppm (A4)

Paper Size: A4, LGL, Executive, Envelope

Paper Input: 200 sheets or more

Paper Output: 150 sheets or more

Interface: USB 2.0 or better, LAN *

Power Requirement: 220-240V (+/-10%), 50/60Hz (+/-2Hz)
Facility: Print, Scan, Copy (Multifunction)

Client Printer
A4 size color
Printer

Resolution: 600x600 DPI or better

Print Speed: More than 15ppm (A4)

Paper Size: A4,'LGL, Executive, Envelope

Paper Input: 200 sheets or more

Paper Output: 150 sheets or more

Interface: USB 2.0 or better,

Power Requirement: 220-240V (+/-10%), 50/60Hz (+/-2Hz)
Facility: Print, Scan, Copy (Multifunction)

Signature
Capture Device

* Type: Electronic Siénature Pad

« Sensor Type: Active Electromagnetic / Resistive

« Display: LCD / Backlit Display preferred

* Interface: USB 2.0/3.0

» Signing Surface: Rugged, gem-like or tempered glass surface
 OS Support: Windows 10/11, Linux

10

Biometric
Thumb Capture
Device

* Type: Single Finger Fingerprint Scanner

« Certification: FBI PIV, STQC Certified, ISO 19794-2/4 compliant
* Resolution: 500 DPI

« Interface: USB 2.0 High Speed (Plug and Play)

« Sensing Area: Flat scratch-resistant optical sensor

+ OS Support: Windows, Android, Linux -
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Web Camera

« Resolution: Full HD 1080p at 30fps minimum

* Focus Type: Autofocus with low-light correction
 Lens: Glass leps with wide field of view (78° or higher)

« Microphone: Built-in dual stereo mics with noise reduction
* Mount: Universal clip fits laptops, LCD or CRT monitors

« Interface: USB Plug and Play

« Capacity: 1000VA / 600W Line-Interactive
« Input Voltage Range: 140V - 300V AC

BEATET:

12 UPS/Backup « Output: 230V AC (Battery Mode)
power « Battery: 12V/7Ah x 2 internal batteries
« Backup Time: 15-30 minutes (depending on PC load)
« Protection: Surge, Short Circuit, Overload, and Discharge protection
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